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C Alliance

Control your world”

Download ZigBee Technical Documents

ZigBee offers a variety of iInNoOvative standards smartly
designed to help you DE (reer and Save money.

“home

sabout

asspecifications

The ZigBee Alliance creates standards designed to deliver more control over a variety of devices we
use in our lives every day. Our standards establish a thriving and competitive marketplace addressing
a variety of needs.

The following standards and files are available for review by individuals, companies and institutions free
of charge for non-commercial purposes (including university research, technical evaluation, and
development of non-commercial software, tools or documentation). Organizations interested in
developing ZigBee products for sale based on Alllance standards must join the Alliance.

Documents available for download are listed below,

Flease disable yaour PoplUp Biackers befare downicading ZigBee dacurnents.

ZIGBEE STANDARDS

- ZIGRBEE REMOTE COMNTROL - Download
2620 downloads since 2010 ) ] o ) )
ZigBee Remote Control™ provides standard interfaces and device definitions allowing reliable product
eV interoperability among ZigBee Remote Control devices produced by different manufacturers. Zigbes
Femote Contraol is designed for use with the Zighee RF4CE specification,

n ZIGBEE SMART ENERGY - Download
. 12425 Arvwnlnads sinee 2008
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Table 5.12 Clusters Used in the Smart Energy Profile

Functional Cluster
Domain Cluster Name ID
General Basic 0x0000
General Identify 0x0003
General Alarms 0x0009
General Time 0x000A
General Commissioning 0x0015
General Power Configuration 0x0001
General Key Establishment 0x0800
Smart Energy Price 0x0700
Smart Energy Demand Response and Load Control 0x0701
Smart Energy Siumple Metering 0x0702
Smart Energy Message 0x0703
Smart Energy Smart Energy Tunneling (Complex Metering) 0x0704
Smart Energy Pre-Payment 0x0705

@ LigBee SIG-)

12
©ZigBee SIGYv/\> 2011



Smart Energy%&

—\

TINARELBDISRA

Table 6.1 Clusters Common to All Devices

Server Side

Client Side

Mandatory

Basic

None

Key Establishment

Key Establishment

Optional

Clusters with reporting capability

Clusters with reporting capability

Power Configuration

None

Inter-PAN Communication

Inter-PAN Communication

Alarms None
Commissioning Commissioning
Identify None®

Manufacturer-specific
(see sub-clause 6.1.2 for details)

Manufacturer-specific
(see sub-clause 6.1.2 for details)

¥ BasicZ7 TR A (Y —/ Ml & Key EstablishmentZ S RX R (L& T /N4 A TLZEREHE
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Table 6.3 Clusters Supported by the Energy Service Portal

Server Side Client Side
Mandatory

Message

Price

Demand Response/Load Control

Time

Optional

Smart Energy Tunneling Smart Energy Tunneling

(Complex Metering) (Complex Metering)
Price

Simple Metering Simple Metering

Prepayment Prepayment

X ESPIEI A—T ) T4R YT —D IETHAN(GR— LRV T—D) IBID T — b0z ( £13 5,
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ESP& & Smart Energy Device D 1%

M Price, DRLC, Message -

ESP Smart Energy
Device

K
N

Figure D.1 Demand Response/Load Control Cluster Client Server Example

B Simple Metering

PCT

PCT ESP

ESP Metering Device

End Point ID= A Metering Device

End Point ID=Y

In-Home Display

In-Home Display

]
i = aient = Server i \—/

Figure D.10 Standalone ESP Model with Battery Powered Metering Device
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Figure D.9 Standalone ESP Model with Mains Powered Metering Device
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Table 6.4 Clusters Supported by the Metering Device

Server Side

Client Side

Mandatory

— :
< Simple Met@
——

Optional

Smart Energy Tunneling
(Complex Metering)

Time

Prepayment

Price

Message
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¢ 7R)E2—+DHI

BMEID | EBHA it TR Man/Opt

0x0000 | CurrentSummation B L 48bit Read only M
Devivered

0x0001 | CurrentSummation FFE#&L48bit Read only @)
Received

0x0002 | CurrentMaxDemandD | &5 #& L 48bit Read only O
elivered

0x0003 | CurrentMaxDemandR | #7535 £&L48bit Read only O
eceived

0x0004 | DFTSummation B L 48Dbit Read only O

0x0200 | Status 8bit Read only M

¥ CurrentSummationDevivered|IZRETHDHEZELT-E. CurrentSummationReceivedlXZHET
$EL=E%TYT,
X StatusTIE, A—2BREFE ) —VRNEE. ERIS— . BhWBEFARFOREEFTT,
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+» TR)E2—FD I (#7E)

BIEID | B4 it TR Man/Opt
0x0300 | UnitofMeasure 8bit Read only M
0x0301 | Multiplier FF 5L 24Dbit Read only O
0x0302 | Divisor =L 24bit Read only O
0x0303 | SummationFormating | 8bit Read only M
0x0304 | DemandFormating 8bit Read only O
0x0306 | MeteringDeviceType | 8bit Read only M

XK A=) TTINARADAATELT. BH. AR KE. BE. EH. &k, &G L
MNBEEINTHY. UnitofMeasurelZ[ZHR LK BEANRERZRIND(RR—D),
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Table D.17 UnitofMeasure Attribute Enumerations

Simple MeteringZ7 > X%

Table D.17 UnitofAeasure Attribute Enumerations (Continued)

Values Description

(83 ccf (100 or Centum) Cubic Feet) & ccfh (100 or Centum) Cubic Feet per
Hour) in BCD format

(x84 1S gl (US Gallons) & US gl'h (US Gallons per Hour) in BCD format

(085 IMP gl (Tmperial Gallons) & IMP gl'h (Imperial Gallons per Hour) in BCD
format

(86 BTUs & BTU/M in BCD format

(=87 Liters & I'h (Liters per Hour) in BCD format

(088 kPA(gauge) in BCD format.

(=30 kPA(absolute) in BCD format.

(x8A to OxFF Reserved for fufure use

Values Description

(=00 KW (kilo-Watts) & kWh (kilo-WattHours) in pure Bimary format.

0x01 m° (Cubic Meter) & v’/ (Cubic Meter per Hour) in pure Binary format.

0x02 f° (Cubic Feef) & f°/h (Cubic Feet per Hour) in pure Binary format.

(=03 cef ({100 or Centum) Cubic Feet) & ccfh ({100 or Centum) Cubic Feet per
Hour) in pure Binary format.

(04 US gl (US Gallons) & US gl'h (US Gallons per Hour) i pure Binary format.

(=03 IMP gl (Tmperial Gallons) & IMP gl'h (Imperial Gallons per Hour) in pure
Binary format.

(=06 BTUs & BTU/h 1n pure Binary format.

(=07 Liters & ' (Liters per Hour) in pure Binary format

(=08 kPA(gauge) in pure Binary format.

(00 kPA(absolute) in pure Binary format.

(x0A to Ox7F Reserved for firture use.

(80 kW (kilo-Watts) & kWh (kilo-WattHours) in BCD format

0x81 m® (Cubic Meter) & m*/h (Cubic Meter per Hour) in BCD format

0x82 i’ (Cubic Feet) & ft*/h (Cubic Feet per Hour) in BCD format
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Table 6.5 Clusters Supported by the In-Premise Display Device

Server Side

Client Side

Mandatory

Optional

Demand Response and Load Control

Time

Prepayment

-

Simple Metering
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PriceV5 X%

o DoAT UMD TUR

a<RID aOv R4 Man/Opt
0x00 GetCurrentPrice M
0Ox01 GetScheduledPrices O

¥ GetScheduledPricesa< R D /N\TA—4
BHIRESZ . BiE T HlEA N D EAREFRE (UCTHRER)
ARV . EEKRFET A KRAARNE
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PriceV5 X%

o H—/AMDOTR

a<KRID av R4 Man/Opt
0x00 Publish Price M

AaATURIX, V54T 5 Get current pricela< R E7/=[&Get scheduled pricea~
VREZELIZEEO —ERRBANSEEHIRERIHOMRIC. EEESN D,
LT OIESIAEEFESND,

Octets | 4 0-12 | 4 4 1 2 1
Provider ID Unsigned | Ocict | Unsigned | UTCTime | 8 bits Unsigned | 8 bit
Rate Label _I[)ata 32 bit String | 32 bit enumeration | 16 bit Bithap
Ype Integer Integer Integer
Provider | Rate Issuer Current Unit of Currency | Price
ISS uer Eve nt I D ID (M) Label | EventID | Time (M) | Measure (M) | (M) ’ il')ml:.]ﬁ
Currenr Time Field an | oD ot
Unit of Measure ame Tier (M)
Currency
- s - . - - Octets | 1 4 2 4 1 4 1
Price Trailing Digit & Price Tier B
. 8 bt UTCT | Unsigned | Unsigned | Unsigned 8 Unsigned | Unsigned
Start TI me Data BitMap ime 16 bit 32 bit bit Integer 32 bit 8 bit
. ; Type Integer Integer Integer | Integer
D u ratl on I n M In UteS Number Start Duration | Price (M) | Price Ratio Generatio | Generati
Prlce of Price | Time | In ()] n Price on Price
Field _ii;?rf; & M) ?&iﬁlltes (8)] Ratio (O)
Z Dt Name Tiegrlaeiij '
22
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Message7 o R4

o H—/\HhsOavT kR

a<KRID av R4 Man/Opt
0x00 Display Message M
0x01 Cancel Message M

% Display Messagea YR Tl&, Ayt—TID, FREEZ, RREERH, AvtE—D
XFHEEESNS, I—TFHRBEEEZERTLHILETED,

» DAL DATUR

a<>RID av k4 Man/Opt
0x00 Get Last Message M
0x01 Message Confirmation M
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Table 6.6 Clusters Supported by the PCT

Server Side Client Side

Mandatory

—
| Demand Response and Load Control >
\

e —
Time

Optional

Prepayment

Price

Simple Metering

Message

24
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Demand Response and Load Control 75 X4

+ H—/\ (ESP) hodavT Uk

<KD avkR4 Man/Opt
0x00 Load Control Event M
0x01 Cancel Load Control Event M
0x02 Cancel All Load Control Events | M

Load Control Event CIXEL T DEHRMEEEINS,

Device Class

Utility Enrolment Group

Start Time

Duration In Minutes

Criticality Level

Cooling Temperature Offset

Heating Temperature Offset

Cooling Temperature Set Point
Average Load Adjustment Percentage

Duty Cycle

Event Control (BAtRFFED T 7 L1k)

Z Dt

@ LigBee SIG-)

Octets 4 2 1 4 2 1 1
Data Unsigned | 16-bit Unsigned | UTC Unsigned | Unsigned | Unsigned
Type 32-bit BitMap 8-bit Time 16-bit 8-bit 8-bit
’ integer mnteger integer mteger integer

Field Issuer Device Utility Start Duration | Criticalit | Cooling
Name EventID | Class Enrolme | Time (M) | In v Level Temperat

(M) (M) nt Group Minutes | (M) ure

(M) M) Offset
(Q)
Octets 1 2 2 1 1 1
Data Unsigned | Signed Signed Signed Unsigned | 8-bit
Type 8-bit 16-bit 16-bit 8-bit 8-bit BitMap
’ mteger mteger infeger mteger mnfteger

Field Heating Cooling | Heating Average | Duty Event
Name Temperat | Temperat | Temperat | Load Cyele Control

ure ure Set ure Set Adjustme | (Q) (M)

Offset Point (O) | Point (O) | nt

(0) Percenta

ge (0)
Figure D.2 Format of the Load Conirol Event Payload
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Demand Response and Load Control 75 X4

¢ VAT UMD TRIEa—k

EEID | B4 i) TOtRX Man/Opt
0x0000 | UtilityEnrolmentGroup FF5#L8bit | Read/Write

M
0x0001 | StartRandomizeMinutes e L8hit | Read/Write | M
0x0002 | StopRandomaizeMinutes | #fF&5#&L8bit | Read/Write | M
0x0003 | DeviceClassValue S5 EL16bit | Read M

X BERETOHEEENNRIRICEIELENESIARUMFRDO T LIEDATEE,

s ITAT DDA UR

avRID m V) N2 Man/Opt
0x00 Report Event Status M
0x01 Get Scheduled Events M
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Demand Response and Load Control 75 X4

o IRVIAT—RAADLR—FAR
Report Event Status TIX L T DRI EEFESN D,

Event Status
Event Status Time
Criticality Level Applied

Cooling Temperature Set Applied
Average Load Adjustment Percentage Applied

Duty Cycle Applied
Event Control
Signature

Z Dt
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Octets | 4 1 4 1 2
Unsigned Unsigned | UTCTime Unsigned Unsigned Unsigned
Data 32-bit 8-bit 8-bat 16-but 16-bit
Type integer integer integer infeger mteger
Issuer Event | Event Event Criticality Cooling Heating
. ID (D) Status (M) | Status Level Temperature Temperatur
Field Time (M) | Applied Set Point e Set Point
Name D Applied (O) Applied (O)
Octets | 1 1 1 1 42
Signed Unsigned | 8-bit Unsigned Octets (non-
Data 8-bit 8-bit Bithap 8-bit ZCL Data
Type infeger mteger mnteger Type)
Average Duty Event Signature Signature (M)
Load Cycle Control Type
i Adjustment | Applied I
Field | Percentage (9))]
Name | Applied (O)
27
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Demand Response and Load Control 75 X4

@ ARV RT—RZXD B
TIVRLARURIZH T HEE-5E T LiR—bDh, A —HF(CEEE)D
ARSINBER O YL GELHRESINS,

Value Description

0x00 Reserved for future use.

0x01 Load Control Event command received

0x02 Event started

0x03 Event completed

0x04 User has chosen to "Opt-Out". user will not participate in this event
0x03 User has chosen to "Opt-In", user will participate in this event
0x06 The event has been cancelled

0x07 The event has been superseded

0x08 Event partially completed with User "Opt-Out".

0x09 Event partially completed due to User "Opt-In".

0x0A Event completed. no User participation (Previous "Opt-Out").

28
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Demand Response and Load Control 75 X4

+ DRLCEE DI

Head End ESP AMI Device

BREIEER Load Contorol Event
> (BABABEZI 1:00pm, 6053 Fl)

Report Event Status (Command Received)

Report Event Status (Event Started)

Report Event Status (Event Completed)
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o NEARIESETUORILEIBAEZFIFALT- CBKE (Certificate-
based Key Establishment)|Z &k 2 8L

» Key Establishment7 5 X 42D H1R—k
* ZigBee ARyt a!)T1HREDNetwork Key&
Application Link KeyZ#l&#&HhE THES{LERS AL
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Key Establishmenty5 X%

+ Key Establishment72X2Ma< 2k
A= T—45 L AR R4

Initiate Key Establishment Request

APS Ack

Initiate Key Establishment Response

APS Ack
Ephemeral Data Request

APS Ack

Ephemeral Data Response

Confiram Key Request

APS Ack
Confirm Key Response

31
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Smart Energy

Head end ESP Device

' Established Secure Link'

Out of Band Initiation

>

Allow Joining

Registration Process

e >

QOut of Band
Initiation

Device attempts to Join
Network

F 9

Network Key
(Encrypted)

Service Discovery
(Key Establishment)

F 3

Service Discovery
Response

Link Keys Assigned (Key
Establishment Cluster)

Service Discovery

F

Bind Services

F 3

32

weiyoee SIGUv/Y 2011



=&

Qu

+ ZigBee Smart Energy7 A7 7 A JLiLHkIE. BH-H X -KE

EOA—FEFDFA#BREITHRELZITL., 1 —F LDEE

THEAMZER L%

X

H1=HIZ REFEDFA— EEKIZE
DLWTRESN TS,

¢ ZigBee7 547V ATI, ALK LS D B TOHEKE

A AN THERRERTE

MNEESN TS,

o XA TMADEEDLGINTIS,

@ LigBee SIG-)

SRJ

©ZigBee SIGY ¥/

33

> 2011



@ LigBee SIG-)

ZigBee SIGU v /\UEHEF
(#:)OTSL N
Tel:052-961-1010
Fax:052-961-8818
E-mail: info@zbsigj.org
http://www.zbsigj.org/




